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Course Contents 

 Introduction  

 Defining vulnerability, exploit, threat and risk  

 Why Perform Vulnerability Assessment  

 Conducting an initial scan  

 Common Vulnerabilities & Exposure (CVE)   

 Scanning and exploits  

 Vulnerability detection methods 

 Types of scanners 

 Port scanning and OS fingerprinting 

 Types of exploits: worm, spyware, backdoor, 

rootkits, Denial of Service (DoS) 

 Deploying exploit frameworks 

 Exposing server vulnerabilities  

 Assessing Vulnerability of Network 

 Scanning Systems & Servers 

 Uploading rogue scripts and file inclusion 

 Attacks on Webserver 

 Web Server Vulnerabilities  

 Catching input validation errors 

 Performing buffer overflow attacks 

 SQL injection attack 

 Cross–Site Scripting (XSS) attack 

 Implementing scanner operations and 

configuration 

 Introduction to Nessus Professional 

 Information Gathering 

 Assets Discovery Process 

 Creating custom vulnerability tests 

 Providing credentials  

 Running Vulnerability Scan 

 Customizing Nessus scans 

 Handling false positives 

 Creating and interpreting reports  

 Creating Vulnerability Report 

 Removing False Positives 

 Interpreting Scan Results 

 Creating Final Report 
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Training Program Details 

Instructor Profile 
Naveed Ahmed Junejo holds a vast practical 
experience of 15 years in Network Administra-
tion. He holds CCNA, CCNP, VCP and ISMS 
Certified Lead Auditor certifications. Presently 
he is working as Team Lead Information Securi-
ty in Fauji Fertilizer Company.  
He has practical experience of vulnerability as-
sessment, penetration testing and kali linux. 



 

 

Workshop Dates: 

24th March , 2020 

Venue:  

FFC Sona Tower, 156 The Mall, Rawalpindi 

Training Fee:  

Fee for training program is Rs. 15,000 

(excluding tax) per participant. 

Discounts:  

Discount of 10% available for nominations 

received before 5th March, 2020.  

Group discount of additional 10% for 3 or 

more nominations from an organization. 

Lunch & Refreshments:  

Refreshment breaks during workshop along 

with lunch are included in cost. 

Registration:  

Please fill in our application form and email 

at techservices@ffc.com.pk. Confirmation 

will be sent within one week of registration. 

Payment Mode:  

Payment is due upon receipt of the 

acceptance letter along with the invoice. 

Please ensure that the payment reaches 

the office before the start of the program.  

Our preferred mode of payment is by 

cheque / banker’s draft payable to Fauji 

Fertilizer Company Limited. 

Please send the cheque / draft  to: 

Technical Services (HO),  
Fauji Fertilizer Company Ltd,  

Sona Towers, 156 - The Mall, Rawalpindi. 

 

 

 

 

Cancellation/Substitutes & Refund:  

In case a registered participant is unable to 

attend, please inform at least 2 days before 

the workshop for any substitute participation. 

Cancellation is free up to 7 days before 

workshop start date (except for an 

application processing fee of Rs. 5,000).  

Refund will not be possible after that or in 

case of no show. 

Participants Feedback:  
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Registration  & Venue 



 

 



 

TECHNICAL SERVICES (HO) – FAUJI FERTILIZER COMPANY LTD.   

 

Covering Risks with Vulnerability Assessment 

One Day Technical Workshop 

(24th March, 2020) 

REGISTRATION FORM 

 

Full Name: ________________________________________________ 

Organization: ______________________________________________ 

Designation: _______________________________________________ 

Professional Experience (total no. of years): ____________________ 

Your current responsibilities in the organization: ________________ 

_____________________________________________________

_____________________________________________________ 

Qualification: __________________________________________ 

CNIC:  

Address: ______________________________________________ 

City: ____________________ Office Land Line: ________________ 

Cell No: __________________   E-mail: _____________________ 

Thank you! 

o On receipt of the application, an acknowledgement E-mail shall be sent to you. 

o On receipt and realization of the program fee (by Banker's Draft) the nomination 

shall be confirmed. 

o Email registration form at techservices@ffc.com.pk  

     -        -  
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